Confidentiality: An Intuitive Approach
One way to answer the question "What is confidentiality?" is to examine a number of situations involving the communication, use, protection, or disclosure of information and then determine, intuitively, whether the information might be considered confidential.
Is the information in the following examples confidential?
• X tells Y that X is planning a surprise party for Z.
• X tells Y that X is thinking about accepting a job offer with another company and asks Y to "keep it quiet for now."
• X tells Y (a friend) that X is having an affair; Y promises not to tell anyone.
• X tells Z (X's attorney) that X is having an affair.
• X is a candidate for the local school board. A reporter from the local newspaper asks the public library and a local video store to give her a list of the books and movies that X has borrowed or rented during the past year.
• X has applied for a job with the ABC Company. ABC requests information from X's school records, juvenile record, criminal record, medical records, and employment or personnel records.
• Local school officials want to know which of their students receive public assistance, have been found delinquent, or are HIV positive.
• X calls the county social services department to report that the children who live next door may have been abused or neglected. DSS wants the medical records of the children and the parents' financial, employment, and mental health records and the children's parents want to know who called DSS.
• Another public agency asks the county social services department for a list of all parents who have been investigated for possible child abuse or neglect.
• University researchers ask a state child welfare agency for statistical information about cases involving reported child abuse or neglect. An intuitive approach to confidentiality may be of some use in ascertaining the meaning and scope of confidentiality. But the subjectively and particularly of such an approach limit its value in discerning what confidentiality means in any general sense.
Confidentiality: An Analytical Approach
A more analytical approach to the subject of confidentiality examines in greater detail those instances in which there is general agreement that information is confidential and attempts to identify the common factors or circumstances that make information confidential.
What is it that makes information confidential?
• Is it the personal, private, sensitive, or potentially embarrassing nature of information? • Is it the circumstances under which information is communicated or obtained?
• Is it the form in which information is communicated or retained?
• Is it the source from which information is obtained or the identity of the person who provides information?
• Is it the identity of the person to whom information pertains?
• Is it the consequences of disclosing information to others?
• Is it the identity of the person or agency to whom information is provided or by whom the information is obtained?
• Is it the relationship between the individuals or agencies with respect to information?
• Is it the purpose for which information is provided, needed, or used?
• Is it the existence of a moral, professional, or legal obligation or right with respect to the use, disclosure, or protection of information? In some instances, confidentiality seems to be based on the nature of the information or the consequences of disclosing the information to others. In others, however, it seems that the relationship between the parties is a fundamental element of confidentiality or that the purpose for which the information is needed or will be used affects its confidentiality.
It appears, therefore, that while the personal, private, or sensitive nature of information; the source of information; the identity of the person to whom information pertains; the identity of the person to whom information is provided; the form in which information is communicated or preserved; the relationship between the parties with respect to information; and the purpose for which information will be used all may be relevant in determining whether information is confidential, none of these factors, standing alone, is necessarily required in order for information to be considered confidential.
An analytical approach to confidentiality therefore may not provide a completely satisfactory answer to the question: What does confidentiality mean?
Confidentiality: A Definitional Approach
A third way to answer the question "What is confidentiality?" is to examine one or more common definitions of confidentiality, identify the essential characteristics of confidentiality under those definitions, and assess their adequacy in light of our understanding of and experience with the concept of confidentiality.
As a starting point, one common definition of confidentiality states that information is confidential if it is communicated by one person to another "in confidence"-that is, with the expectation that the individual to whom the information is entrusted will not disclose it to others.
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Under this definition, confidentiality is primarily a function of the relationship between two parties-the individual who communicates information to another and the individual to whom the information is communicated. Moreover, under this definition confidentiality involves, at least implicitly, some expectation or right on the part of the individual who provides information to another individual and a corresponding obligation or duty on the part of the individual to whom the information is disclosed with respect to the use, protection, or nondisclosure of information that has been communicated in confidence.
It is important to note, however, that this definition does not focus at all on the nature of the information that is communicated in confidence. Thus, although we generally equate confidentiality with private or personal information that is so intimate, sensitive, or secret that its disclosure would be highly embarrassing or prejudicial, confidentiality is not necessarily determined by the nature of the information itself.
It is also important to note that, by focusing exclusively on the relationship between the individuals who are involved in the communication or exchange of information, this definition does not necessarily take into account the interests, expectations, or rights of others with respect to that information. For example: A provides information "in confidence" to B; the information relates to C, not A; D demands that B disclose the information to D. Is the confidentiality of this information determined exclusively by the relationship, rights, and duties between A and B? Or does confidentiality also depend, at least in part, on the rights of C and D with respect to the information? If so, the common definition of confidentiality may capture one important aspect of confidentiality but, at the same time, be too narrow or incomplete.
Confidentiality: An Approach Based on Individual Privacy
The failure of this common definition of confidentiality to take into account the interests, expectations, and rights of the person to whom information pertains (when he or she is not the person who has communicated the information in confidence to another) suggests a fourth approach to the subject of confidentiality based on individual privacy.
Confidentiality appears to be related to, though not necessarily synonymous with, individual privacy. If so, determining the nature and scope of an individual's interests, expectations, and rights with respect to informational privacy may shed some light on the meaning of confidentiality.
Individual privacy, in its broadest sense, refers to the right of an individual to be free from unwarranted public scrutiny. 6 Similarly, an individual's right to informational privacy can be defined broadly as the right of an individual to determine for himself or herself whether, when, how, to what extent, and for what purpose "personal" information about himself or herself may be obtained, used, or disclosed by others. 7 Focusing on individual interests, expectations, and rights with respect to the privacy of personal information clearly broadens a definition of confidentiality that focuses primarily on the relationship between one who provides information (about herself or another person) "in confidence" to another. A definition of confidentiality that is based on broad, absolute concepts of individual privacy is, intuitively, inadequate because, in the "real world," confidentiality does not depend solely on each individual's decisions, interests, or expectations with respect to individual privacy.
Instead, the nature and extent of individual privacy are defined in part and limited by the interests, expectations, and rights of other individuals, the government, the public, and society. One simply cannot successfully assert the right to absolute or unilateral individual privacy, confidentiality, or anonymity. The disclosure of personal information to others-friends, doctors, government agencies, and others-is part of the price that we pay for living in society, 8 and we are not always free to choose whether we will disclose personal information to others 9 or to control the extent to which personal information is used, shared, disclosed, or obtained by others.
Confidentiality: A Rule-Oriented Approach
This, in turn, suggests a fifth way through which confidentiality may be understood. Under a ruleoriented approach to confidentiality, the meaning, nature, scope, and limits of confidentiality are determined on a case-by-case basis by specific moral, professional, or legal rules that designate particular types of information as confidential and create specific requirements, restrictions, rights, and duties with respect to the acquisition, use, protection, or disclosure of confidential information.
Using this approach, information is confidential if an applicable 10 rule • allows or requires an individual (or agency) to refuse to disclose the information to others;
• restricts an individual's (or agency's) ability to obtain the information from other individuals (or agencies);
• provides that the information may be used by an individual (or agency) only for certain purposes; or • requires that the information be protected against inappropriate or unlawful use or disclosure.
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The precise meaning, nature, and scope of confidentiality in any particular situation, therefore, always requires a detailed examination and analysis of 1. the rules that designate particular types of information as confidential; 2. their applicability to particular types of information, communications, and records; to specific persons or agencies; and to particular situations; and 3. the specific requirements, restrictions, and duties with respect to the acquisition, use, protection, and disclosure of information that are imposed by these rules. Thus, it is not the mere expectation of confidentiality that makes information confidential, but rather a moral, professional, or legal rule that recognizes an individual's interest, expectation, or right with respect to confidentiality or privacy with respect to certain information and imposes a corresponding duty or obligation on others with respect to the confidentiality of that information.
Similarly, although confidentiality is generally associated with the private, personal, or sensitive nature of information, the mere fact that a particular type of information may be considered private, personal, or sensitive is insufficient to make the information confidential in the absence of an applicable rule that makes that information confidential.
Although confidentiality rules often protect information that is sensitive, intimate, or potentially embarrassing, they also protect a broad range of personal or private information that not necessarily sensitive, intimate, or potentially embarrassing.
For example, the federal Privacy Act applies to any information about an individual that is maintained by a federal agency in a system of records and can be retrieved or accessed by using the individual's name or an identifying number, symbol, or other particular characteristic assigned to the individual. 12 The Privacy Act, therefore, protects all personal information-both highly private or sensitive information about an individual's medical history and financial transactions as well as personal, but more publicly-accessible and perhaps less private or less sensitive, information concerning his or her education, employment history, criminal history, or other personal characteristics.
Likewise, the form of information-whether it is contained in an oral communication, a computer database, an audio or video recording, written notes, or an official, written record-does not necessarily determine whether information is confidential. Instead, the determinative factor is whether a particular confidentiality rule applies with respect to information in a particular form.
Most confidentiality rules apply broadly to any information regarding a particular subject regardless of the form in which the information is maintained.
For example, the federal regulations governing the confidentiality of alcohol or drug abuse treatment records apply to any patient information regardless of the form in which it is maintained-unrecorded impressions, recollections, and knowledge of the facility's staff or employees, unrecorded communications between patients and the facility's staff or employees, written notes and records, and information maintained in the facility's computer system. 13 Other confidentiality rules, however, may apply more narrowly only to information that is preserved in a particular form (such as information contained in written records).
Finally, the source or location of information does not, in and of itself, determine whether information is confidential. The issue, instead, is whether a particular confidentiality rule applies with respect to information that is obtained from a particular source or is located in a particular place.
Some confidentiality rules apply only with respect to information that has been obtained from a particular source or is held by specific individuals or agencies, while others make certain types of information confidential regardless of the source or location of the information. For example, state law provides that all information and records, whether publicly or privately maintained, identifying individuals with HIV or AIDS are confidential. 14 Thus, it is not merely the nature, form, or source of information nor the expectations of individuals with respect to information that makes it confidential.
Instead, what makes information confidential is the existence of an applicable rule that says that the information is confidential.
And while confidentiality rules necessarily must define confidential information in terms of the nature, form, or source of the information, it is the rule that makes the information confidential-not some intrinsic characteristic of the information itself.
Moreover, since the meaning, nature, and scope of confidentiality are determined on a case-by-case basis and depend on the specific provisions of particular rules, there is, in a sense, no general definition of confidentiality. And because there are hundreds (if not thousands) of rules that define the meaning, nature, and scope of confidentiality, it is difficult, at best, to discuss the meaning of confidentiality in the abstract and dangerous to assume that confidentiality has some fixed, universal meaning.
Confidentiality: A Proposed Definition
Of the five approaches to confidentiality discussed above, the rule-oriented approach may be the most useful to public social services agencies and employees whose authority and responsibilities are defined primarily by rules (federal and state laws and regulations and, to a lesser extent, professional rules).
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If so, confidential information may be defined generally as any information that is designated as confidential by an applicable rule governing the acquisition, use, protection, or disclosure of that information.
Thus, confidentiality means, at a minimum, that there are some circumstances under which some individuals or agencies may be subject to some requirements or restrictions regarding the acquisition, use, protection, or disclosure of some information.
A confidentiality rule that merely states that certain information is confidential without specifying the circumstances under which the information may or may not be disclosed or who is subject to its requirements and restrictions, however, is virtually meaningless.
Instead, the meaning, nature, and scope of confidentiality in a particular situation may be determined only by identifying a specific confidentiality rule that applies to that particular situation and carefully examining the rule to determine
• what information is considered confidential;
• what specific requirements or restrictions are imposed with respect to the acquisition, use, protection, and disclosure of that information; and • who is subject to these requirements and restrictions.
But it is also important to remember that confidentiality rules are not created in, and do not exist in, a vacuum. They are, instead, created, defined, limited, interpreted, and applied by individuals, agencies, professional associations, lawmakers, and courts in the context of a wide variety of individual, governmental, professional, public, and social interests and needs regarding the acquisition, protection, use, and disclosure of information.
Therefore, in order to understand what confidentiality means, it is important to know not only what a rule says with respect to confidentiality, but also why it makes certain information confidential, why it restricts the acquisition, use, or disclosure of that information, and why it requires or allows the disclosure of confidential information to specific individuals or agencies under particular circumstances. And this, in turn, requires an examination of the purposes of confidentiality and the competing interests that sometimes limit confidentiality.
What Is the Purpose of Confidentiality?
In some instances, a confidentiality rule not only requires that information be treated as confidential but also contains an express statement regarding the rule's purpose in restricting the acquisition, use, or disclosure of that information. 16 More often, though, confidentiality rules do not say what their purpose is or why information is considered confidential, and one therefore must make an educated guess with respect to their purpose.
One cannot assume, however, that there is only one, single, fundamental purpose (for example, individual privacy) that forms the basis for every confidentiality rule.
To the contrary, confidentiality rules are based not only upon the interests, expectations, and rights of individuals with respect to informational privacy but also on a wide range of other individual, governmental, professional, public, and social interests regarding the acquisition, use, protection, and disclosure of information.
Protecting Individual Privacy
Many confidentiality rules recognize, either explicitly or implicitly, that individuals have a some interest, expectation, or right with respect informational privacy and that the purpose of confidentiality is to protect individual privacy by ensuring that personal information is obtained, used, and disclosed only for legitimate purposes and only to the extent it is necessary to do so. 17 Thus, in enacting the federal Privacy Act in 1974, Congress expressly recognized that
• individuals have a fundamental right to privacy under the United States Constitution; • individual privacy is directly affected by the collection, maintenance, use, and dissemination of information by federal government agencies;
• the increasing use of computers and sophisticated information technology has magnified the potential harm to individual privacy; 18 and • in order to protect individuals against the unwarranted invasion of personal privacy, federal agencies should be subject to certain requirements and restrictions with respect to their collection, use, maintenance, protection, and disclosure of personal information.
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To some extent, rules protecting the confidentiality of information regarding individuals who are served by public social services agencies recognize and protect the individual privacy of social services clients by ensuring that social services agencies obtain, use, and disclose personal information about these individuals only when necessary.
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Protecting Individuals from Harm
A second purpose of confidentiality rules is to protect specific individuals from the tangible harm they might suffer from the unwarranted public disclosure of potentially embarrassing, sensitive, intimate, or negative information.
For example, the federal Privacy Act expressly recognizes that an individual's legal rights and opportunities with respect to employment, insurance, and credit may be endangered by the misuse of information systems.
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Confidentiality rules, therefore, sometimes restrict the disclosure of information regarding an individual's mental illness, medical problems, physical or sexual abuse, alcoholism, or drug use because of the likelihood that the public disclosure of such information will harm the individual's reputation, subject the individual to discrimination by others, jeopardize his or her personal safety, or adversely affect his or her legal rights and opportunities with respect to employment, education, or medical care.
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For example, the purpose of confidentiality rules prohibiting the public disclosure of information regarding persons with HIV or AIDS is to protect these individuals from the discrimination and unfair treatment with respect to employment, education, and medical care that they might suffer if their HIV/AIDS status was publicly known. And other confidentiality rules restrict the disclosure of personal information (such as an individual's home address) in order to protect individuals from domestic violence or physical injury. 23 Similarly, the apparent purpose of some rules protecting the confidentiality of information regarding individuals who are served by public social services agencies is to protect them from the public stigma, discrimination, or embarrassment that might result from publicly disclosing the fact that they receive assistance or services or releasing the often sensitive information they are required to provide in order to receive assistance or services.
Protecting Individual, Professional, and Social Relationships
A third purpose of confidentiality is to encourage, facilitate, and protect important individual, professional, and social relationships by ensuring that information disclosed within those relationships is not disclosed to others outside those relationships.
Confidentiality often is considered an essential condition for the formation, preservation, and success of individual, professional, and social relationships.
For example, social workers "have long argued that absolute trust is essential between [a] client and [the] helping professional if the treatment process is to be effective" and that "trust cannot be fully achieved unless all personal information shared [by the client] during the counseling process is kept 'confidential. '" 24 The confidentiality of communications between clients and social workers, therefore, has been a "cardinal principle of social work from the earliest years of the profession" 25 and continues to be considered a "fundamental and essential element in the relationship between a client and a social worker."
26
Because confidence and trust lie at the heart of relationships between spouses, 27 between clients and social workers, 28 between patients and their doctors, 29 between patients and their psychiatrists or psychologists, 30 and between clients and their attorneys, 31 confidentiality rules protect the information that is communicated, shared, or obtained during these relationships.
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Other Governmental, Public, or Social Interests Regarding Confidentiality
In some instances, the purpose of confidentiality is to further or protect important governmental, public, or social interests that are unrelated to, or go beyond, protecting individual privacy, protecting individuals from harm, or protecting important individual, professional, or social relationships.
For example, confidentiality rules protecting information about persons who receive treatment for alcohol or drug abuse serve a broad public or social interest-minimizing the social problems related to alcohol and drug abuse by encouraging people with drug or alcohol problems to seek and accept treatment for these problems-as well as protecting the individual privacy of these persons, protecting them from the stigma and harm that might result from disclosure of their alcohol or drug abuse of alcohol or drugs, and protecting the confidence and trust between these individuals and professionals that is required for successful treatment. 33 Similarly, governmental, public, and social interests-rather than, or in addition to, individual interests with respect to informational privacy-may be the basis for confidentiality rules that protect the identity of persons who provide information to government agencies. For example, the apparent purpose of laws making the identity of an individual who reports suspected child abuse and neglect confidential is to encourage individuals to report suspected child abuse or neglect to county social services departments.
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Is Confidentiality Absolute?
Does confidentiality mean that information may never be disclosed to or shared with other individuals, agencies, the media, or the public? Are there exceptions to confidentiality that allow or require the disclosure of confidential information?
The answer is that confidentiality is seldom, if ever, absolute. Confidentiality does not mean that confidential information may never, under any circumstances, be disclosed. Instead, virtually every confidentiality rule has at least one express or implied exception under which confidential information may, or must, be disclosed to others.
Confidentiality is not, and cannot be, absolute because confidentiality and individual privacy do not exist in a vacuum.
The nature and scope of confidentiality are determined not only by individual, governmental, professional, public, and social interests with respect to confidentiality and individual privacy but also by "opposing" or "competing" interests, policies, and rules that sometimes outweigh or limit confidentiality.
Confidentiality rules, therefore, often reflect a balance between confidentiality and other interests, policies, or rules regarding the acquisition, use, or disclosure of information.
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Disclosure: The Public's "Right to Know" and Government Accountability
One of the competing interests that may limit confidentiality is the general public interest in governmental accountability-the public's "right to know" how government agencies are discharging their powers and duties.
For example, both the federal Freedom of Information Act 36 and North Carolina's Public Records Law 37 are based on the principles that the public has "a right to know about [the] basic workings of its government;" 38 that government accountability to its citizens is enhanced when the public has free and full access to the public records that the public needs to make an informed assessment of whether government agencies are properly discharging their public functions; and that government agencies should not be allowed to withhold information in order to avoid public scrutiny of their operations or "cover up" their mistakes or failures.
When the public's "right to know" conflicts with individual, governmental, professional, public, or social interests with respect to confidentiality, the conflict can be resolved only by balancing the public's right to know against confidentiality, determining which of these competing interests is more important in a particular situation, and creating a rule that attempts to accommodate both of these interests, limits the public's right to know, or limits confidentiality.
For example, although the public's right to know is a basic principle of the Freedom of Information Act, the Act reflects a determination that, in some instances, confidentiality may outweigh the public's right to know. Thus, the Act does not require federal agencies to disclose information if it is confidential and protected from public disclosure under a federal law (other than the federal Privacy Act) or if disclosure of the information would constitute a clearly unwarranted invasion of personal privacy. 39 Similarly, although North Carolina's Public Records Law generally requires state and local government agencies to disclose information in public records to any person upon request, this general requirement does not apply if another state law provides that information in the record is confidential and exempts that information from the Public Records Law's disclosure requirements. 40 On the other hand, some confidentiality rules allow or require the disclosure of otherwise confidential information when the disclosure is necessary to ensure that government agencies are accountable to the public.
For example, in response to several highlypublicized cases in which children were killed by their caretakers despite the fact that social services agencies had previously been notified that the children were being abused or neglected, federal and state confidentiality rules regarding abused and neglected children were amended to require social services agencies to publicly disclose otherwise confidential information about children who have died from suspected abuse, neglect, or maltreatment.
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Disclosure: Public Necessity and Government Efficiency
Writing for the Supreme Court in its 1977 decision in Whalen v. Roe, Justice Stevens noted that "the collection of taxes, the distribution of welfare and social security benefits, the supervision of public health, the direction of our Armed Forces, and the enforcement of the criminal laws all require the orderly preservation of great quantities of information, much of which is personal in character and potentially embarrassing or harmful if disclosed." 42 This need to obtain, use, share, and disclose information in order to effectively and efficiently carry out governmental authority and responsibilities-and the related public interest with respect to government efficiency-may, in some instances, be balanced against individual, professional, and social interests with respect to confidentiality and outweigh or limit confidentiality.
For example, the Supreme Court concluded in Whalen that the public and governmental interest in controlling the distribution of dangerous drugs and minimizing their misuse and the government's legitimate need to obtain information regarding patients to whom legal, but controlled and potentially addictive, drugs are prescribed outweighed the privacy and confidentiality interests of these patients when the government's authority to obtain and use the information was accompanied by statutory provisions limiting it use and redisclosure of the information. 43 Similarly, public social services agencies need to obtain and use personal, intimate, or otherwise confidential information about the individuals, children, and families they serve in order to determine eligibility for public assistance or social services, to prevent fraud and abuse, to develop appropriate service plans, to protect children and disabled adults from abuse and neglect, or to provide assistance and services. And in some instances, this need to obtain, use, share, or disclose information may outweigh or limit individual privacy or confidentiality.
For example, North Carolina's Juvenile Code requires individuals and agencies to disclose to a county social services department information that is relevant to the department's investigation of child abuse or neglect even if the information is considered confidential under another law. 44 Similarly, state law allows state and local child support enforcement agencies to obtain from employers, banks, public utilities, cable television companies, and others certain information about parents who owe child support even if another law provides that the information is confidential. 45 In addition, public social services agencies sometimes need to share confidential information with other public agencies in order to serve their clients effectively and efficiently.
In a fragmented public human services system, an individual or family may receive assistance or services (or need assistance or services) from several different human services agencies (or separate programs within a single agency). All of these agencies-as well as the individuals and families they serve-have a shared interest in ensuring that the individuals and families they serve receive all of the assistance and services they need and that assistance and services are provided in an effective, efficient, coordinated, integrated, and holistic manner. Inter-agency collaboration and information sharing allow agencies to provide family-focused services, to assess individual and family needs comprehensively and holistically, to coordinate case planning and service delivery, and to avoid duplication of services. 46 Some confidentiality rules, therefore, expressly allow the limited inter-agency sharing of otherwise confidential information in order to facilitate the efficient administration of government programs or enhance the services provided to clients of public human services agencies. For example, North Carolina's Juvenile Code expressly allows interagency sharing of confidential information for the purpose of protecting or treating abused or neglected children.
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Other Individual and Social Interests Regarding the Disclosure of Information
Other individual and social interests with respect to the acquisition, use, and disclosure of information also may limit the scope of confidentiality.
One example is society's general interest in protecting individuals from serious physical harm, injury, or death. Thus, some confidentiality rulesor other rules limiting confidentiality-either allow or require a social worker, psychologist, doctor, attorney, or agency to disclose otherwise confidential information when the disclosure is necessary to prevent serious harm to an individual. 48 Similarly, the public's interest in prosecuting and convicting individuals who have committed crimesand the right of individuals who are accused of crimes to receive a fair trial-may, in some cases, outweigh other individual, professional, social, or public interests with respect to confidentiality.
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Conclusion
This Social Services Law Bulletin has attempted to answer two fundamental questions regarding confidentiality:
1. What is confidentiality; what does it mean to say that information is confidential? 2. What is the purpose of confidentiality and what interests, principles, or policies limit the scope of confidentiality? Although there are a number of ways in which one can approach the subject of confidentiality, this bulletin suggests that the meaning, nature, and scope of confidentiality must be determined on a case-by-case basis based on the provisions, requirements, and restrictions of specific confidentiality rules governing the acquisition, use, protection, and disclosure of information.
Confidentiality does not depend on the intrinsic nature, form, or source of information. Instead, information is confidential only to the extent that an applicable rule provides that it is confidential and imposes requirements or restrictions regarding its acquisition, use, protection, or disclosure.
Confidentiality rules may serve one or more purposes. In some cases, the purpose of confidentiality is to protect individual privacy or to protect individuals from the harm that might result from the disclosure of sensitive personal information. In other instances, confidentiality is necessary to encourage and protect important individual, professional, or social relationships or to serve other individual, governmental, or public interests.
Confidentiality, however, is seldom, if ever, absolute. Instead, confidentiality rules generally allow or require the disclosure of confidential information to some individuals or agencies for some purposes under some circumstances. Confidentiality is often limited by competing interests, principles, policies, and rules regarding the acquisition, use, and disclosure of information.
Although answering these general questions about confidentiality will not provide social services agencies with any definitive answers to specific questions, issues, and problems involving confidentiality, it should provide social services agencies with a better understanding of the concept of confidentiality in general and provide a useful starting point for a more detailed discussion of confidentiality and social services.
But before discussing the specific questions, issues, and problems that social services agencies encounter with respect to confidentiality, one must examine the source or basis of confidentiality rules. The next Social Services Law Bulletin in this series will therefore focus on the question: "Where do confidentiality rules come from?" Notes * Mr. Saxon is a professor of public law and government at the Institute of Government, UNC-CH. His areas of responsibility include social services, child support, and elder law.
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8 Writing for the U.S. Supreme Court in 1977, Justice Stevens noted that "the collection of taxes, the distribution of welfare and social security benefits, the supervision of public health, the direction of our Armed Forces, and the enforcement of the criminal laws all require the orderly preservation of great quantities of information, much of which is personal in character and potentially embarrassing or harmful if disclosed" and that modern medical practice often requires "unpleasant invasions of privacy" by doctors, hospitals, insurance companies, and public health agencies. Whalen v. Roe, 429 U.S. 589, 602, 605-06 (1977) . Taking this a step further, Alan F. Westin suggests that some exchange of information between an individual and others is necessary for the well-being of both society and the individual, and that a more limited right to individual privacy or confidentiality may be necessary in order to facilitate and protect one's relationship with others and society. See Alan F. Westin, Privacy and Freedom (New York: Atheneum, 1968), 32-39. 9 In a technical sense, one might be "free" to refuse to disclose the amount of his or her income to the Internal Revenue Service in response to its requirement that individuals report their income for the purpose of determining their federal income taxes. The IRS, of course, may take legal action to force an individual (or employers, banks, accountants, or others who have access to this information) to disclose the information. 10 In order for a confidentiality rule to apply to a particular situation, it must (a) apply to the information at issue and to the individuals or agencies who are involved in the acquisition, use, protection, or disclosure of that information; (b) be binding or enforceable as between the relevant parties; and (c) govern the confidentiality that information vis a vis other rules that purport to apply with respect to the acquisition, use, protection, or disclosure of the information.
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30 See Boynton v. Burglass, 590 So.2d 446, 450-51 (Fla. Dist.Ct.App. 1991) (disclosure of information would wreak havoc with the psychiatrist-patient relationship by destroying the trust and confidence that is crucial to the treatment of mental illness).
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